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Introduction

The security of communication networks faces challenges

O Increase in size and complexity [ 7 attack surface = 7 attack success
= Physical and virtual space probability (e.g., malware propagation,
intersection increase larger botnets)

= Greater attack surface (e.g., loT, | U Moreimpactful attacks (e.g., DDoS)
edge nodes, laaS)
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Moving Target Defense (MTD) — Basics (1)

MTD aims at modifying (parts of) the infrastructure or their fingerprint to make it hard
for an attacker to execute precision strikes on specific vulnerabilities.

|

Make life much harder for
the attacker!

|

This approach mitigates the asymmetrical advantage of attackers to perform
reconnaissance, learn about the targeted systems and exploit related vulnerabilities.

- An additional layer of defense
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MTD - Basics (2)

Such parts could be

* the network (e.g., its topology to make eavesdropping on specific traffic
difficult)

* technology stack (e.g., the network equipment that processes a packet
to make it hard for an attacker to execute precision strikes on specific

vulnerabilities)

* execution environment (e.g., randomize the underlying VM technology
on which a certain service runs when an instance is started)

* the software (e.g., use different implementations of the same
functionality)
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MTD - Three Main Questions

A decision-making problem:

* What to move
* |nstruction sets, address space layouts, IP/port nhumbers, OSs,
proxies, ...
* Howto move
* Artificial diversity, randomizations
» Shuffling, redundancy and diversity[']
* When to move

* Proactive, reactive, hybrid
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Cognitive Loop for MTD MEREINS

0 Define a closed-loop key phases, steps, and elements required

to manage and enforce MTD actions in a network
[IEEE Comm. Std. Mag. 2021]

Blueprint for MTD

o

Decision fabric

N
N\

Monitoring substrate
NS J
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DIVERGENCE -> But Why AlI/ML? Benefits

0 More effective and efficient security solutions in the cognitive
network management;

0 Predictive or proactive security functions in the anticipatory
networking context;

0 Capabilities to cope with a massively increased complexity in
6G (even 5G) network;

0 More robust decisions compared to conventional schemes
with fewer measurements during inference stages;

0 Inherent support for network automation and ZSM from the
security perspective.
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MERLINS

0 MERLINS defines a pathway for the application of efficient and
context-aware MTD actions in Telco Cloud networks

— A Closed-loop Methodology for MTD enforcement and management

— High Level Architecture needed to make an MTD framework

— Integrated solutions designed and developed for MTD enforcement in 5G
and MTD strategy optimization

Q Prevent & mitigate attacks using MTD

= Exploit virtualization and SDN for
efficient MTD

u Optimize MTD strategies with AlI/ML

Based on PhD H

work by W. 45‘9;5

Soussi  (UZH, \v

ZHAW) &
E
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MERLINS Framework

Methodology:

5G core ® Integration to the 5G network
o Network state assessment and
decision making

MTD
( ) management/orchestration
NFVO & Slice

manager
@ MTD enforcement

5G testbed
=
m
9]

MOTDEC

MOTDEC

ContMTD

MTDFed

ContMTD
MOTDEC

MOTDEC
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MERLINS Components

o | WSSO implements IPv6 and port shuffling, VNF reinstantiation,

. . . . [[EEE Comm. Std. 2021]
and stateless VNF live migration as MTD actions [(IEEE NFV/SDN 2023]

— Integrated with the NFV, Scalable for MEC, near real-time sync [(IEEE CSR 2024]

0 ML provides stateful live migration (LiMi) for CNFs
[IEEE ICC 2025]

- Optimized for parallel LiMi and heterogeneous service loads [ACM Computing Surveys]
(Sigcomm 2025 submission)

0 introduces a seamless session handover in

traffic redirection for MTD requirements
— Enabled TCP and QUIC session handover for moving servers

[[EEE NOMS 2023]

o BEUSIE®E optimizes MTD strategies for Security, QoS, and Costs

— Modelling the network state into a multi-objective Markov Decision

Process (MOMDP), enabling deep-RL and MORL training EeE Notworh v
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Optimizing the MTD: OptSFC

O Multi-Objective Markov Decision Process (MOMDP):
Near real-time modeling of the 5G network state
Deep-RL model training and decision-making

O Definition of the Deep-RL reward
system based on:

MTD operational cost (resource
consumption metrics)
MTD network overhead (QoS metrics)

MTD security (attack success
probability)
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OptSFC - Cost Assessment Module

1 Resources cost function
O Empirical study of today’s cloud resource costs

TeSOUTCEe o5t = B+ a1 X cpu + g X ramg, + ag X storageg

Cloud Provider Market Share Trend

(laaS, PaaS, Hosted Private Cloud)

s , _ [ Over 70 VM offers collected from 4
| ‘ ' | S major cloud providers
1 66% of cloud market share in Q2 2023

Share of Worldwide Revenues

Dependent variable:
Price ($/hour)
a, (CPU_core) 0.031"* (0.001)
a, (RAM_GB) 0.004™* (0.0002)
B (constant) —0.082*** (0.018)
. Observations 72
Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Qf Q2 Q3 Q4 Q1 @ R2 0.994
17 18 18 18 18 19 19 19 19 20 20 20 20 21 21 21 21 22 22 22 22 23 23 ] .
Source: Synergy Research Group Ad]usted R 0.994
Residual Std. Error 0.127 (df = 69)
F Statistic 5,706.468™* (df = 2; 69)
Note: *p<o.1; *p<o.05; " p<o.o1
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OptSFC - Cost Assessment Module (2)

1 Resources cost function

O Empirical study of today’s cloud resource costs

TeSOUTCe o5t =| [ H a1 X cpu + g X ramg, + ag X storageg

Dependent variable:

Price ($/hour)

a1 (CPU_core) 0.031*** (0.001)

a2 (RAM_GB) 0.004*** (0.0002)

3 (constant) —0.082%*F (0.018)
Observations 72

R? 0.994

Adjusted R? 0.994

Residual Std. Error 0.127 (df = 69)

F Statistic 5.706.468*** (df = 2; 69)
Note: *p<0.1; **p<0.05; ***p<0.01
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— Storage prices are defined separately
— Average overthe 4 cloud providers:

0.000066 $/h per GB
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OptSFC - Risk Assessment Module

[ Vulnerability scans /23, Greenbone

" Security Assistant

> Forall VNFs S

» Every 24h (immediate for new VNFs)  vuineraiiey

Grafana CSRF Vulnerability (GHSA-cmf4-h3xc-jw8w)

[ Risk assessment calculation per

Grafana OAuth Privilege Escalation Vulnerability (GHSA-
82gq-xfg3-5j7v)

V N F b a S ed O n : Grafana Image Renderer Vulnerability (GHSA-2cfh-233g-

m4c5)
Grafana Datasource Network Restriction Bypass

> Number of CVEs detected Vulnerability (GHSA-Orrr-6fg2-4f99)
Grafana XSS Vulnerability (GHSA-vw7q-p2qg-4m5f)

> CVS S eX p l. O ita bi l.i ty S C 0 reS a n d Grafana Privilege Escalation Vulnerability (GHSA-x744-

mm8v-vpgr)

base scores of CVEs Srafng rviege Esglain Vlnerabiley (15

jv32-5578-pxjc)
Grafana Privilege Escalation Vulnerability (GHSA-rhxj-

d External threat landscape not ahde-jvu) | C
. Grafana Privilege Escalation Vulnerability (GHSA-
Integrated yet

ffSc-938w-8¢9q)

Grafana OAuth Vulnerability (GHSA-mx47-6497-3fv2)

Grafana < 8.5.15, 9 < 9.2.4 Multiple Vulnerabilities
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OptSFC - Risk Assessment Module (2)

Risk and threat assessment:

1. Vulnerability scan = 2. Threat evaluation (with CVSS)

L]
. ° 0 e n VAS f# Common Vulnerability Scoring System Calculator CVE-2019-3723
* * p Source: Dell
. . f S
L]

Open Vulnerability Assessment Scanner

Scope ()"
Unchanged (s:U) [REEUESICE]

s
AVN/ACAL/PRN/UEN/S:U/C:N/LH/AH
Base Score Metrics
ili etrics
Atta tor (AV)*
VN

Local (AV:L)  Phy: Impact Metrics
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- 3. LSE estimate per threat

Tampering '
category CVE- CVE- CVE-2021- AVG !
vulnerabilities: 2019-3723 2021-1106 1090 '
CVSShace 9,01 78 74 72
LSE -> (CVSS !
exploitability) 3,90 18 1,8 2° |
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OptSFC - Risk Assessment Module (3)

O Vulnerabilities grouped into three types of threat

» Advanced persistent threat (APTs) » remote code exec and injection flaw

» Data leak threat > SQL injection, XSS injection, directory traversals, local file
inclusion

» Denial of Service (DoS) threat > buffer overflow and network-based DoS (from
active scans)

U Aggregation of the different metrics for the MOMDP security objective

sec_risk= lsnax (ASP: x cvss scoret) x vnf _impact
threat t
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OptSFC - MOMDP

MOMDP represents the networks state as a tuple

56 testbed

=M
=B
[,..wm..

O

(S,A PR, Y)

> | Sisthe set of all possible states of the network
> | Aisthe set of actions |
> Pisthe transition probability matrix

> R isthe vector of rewad functions R
> 7Y isthe discount factor

R, Security function

sec_risk= lsnax (ASP: x cvss_scoret) x vnf_impact
threat t

Soft MTD actions:

- IPv6 shuffling

- Port shuffling

Hard MTD actions:

- Stateless LiMi

- Stateful LiMi

- Reinstantiate stateless NF

R, Operational cost function Foreach VNF:
TeSoUTCe st = B+ a1 X cpu + ap X Tamg, + as X storagegy, - status (run, idle, soft stop, accidental stop)

R; QoS function

- resource consumption
- network traffic

mtd QoS _overhead = (1 + p_loss _rate_increase) x latency _increase -anoma |_y detection alerts
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MERLINS Components

o | WSSO implements IPv6 and port shuffling, VNF reinstantiation,

and stateless VNF live migration as MTD actions HEEE ﬁg@fgbﬁgozzoflﬂ
— Integrated with the NFV, Scalable for MEC, near real-time sync (EEE CSR 2024]

0 ML provides stateful live migration (LiMi) for CNFs

- Optimized for parallel LiMi and heterogeneous service loads IEEs 0 2020]

[ACM Computing Surveys]
(Sigcomm 2025 submission)

0 introduces a seamless session handover in
traffic redirection for MTD requirements
— Enabled TCP and QUIC session handover for moving servers

[[EEE NOMS 2023]

o BEUSIE®E optimizes MTD strategies for Security, QoS, and Costs

— Modelling the network state into a multi-objective Markov Decision

Process (MOMDP), enabling deep-RL and MORL training EeE Notworh v

0 BOAIRIRCIem uses privacy-aware FL for multi-tenant OptSFC (in progress)
— Deep-RL model confidentiality using Secure Multi-party Computation (SMC)
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5G Testbed - MERLINS Integration

- —gﬁ —-— —
n openstack (N_FVI (EDGE) n openstack” ¢ NFV' (CORE) - -~ N
@@ - s 5G Core \
2 NFVO Network
\> \> 7 NS { | control Piane
DD Y -~ ‘ functions
eI Coer N e |
?poFuzzerI A &I MANO \ ubscriber%‘
N ;
1 & ‘J‘J\ D) & ] wNF2 1 N ~ P '3,--»//
(@ | Ny | Orchesigation =
\ 4 \ .Jumm- o
- \ VNFn / Standalone
Slice MERLINS
Iegend: «— > Crer P (OIS \ — / Managément
Control Data Plane Data Plane
Plane flow flow - Slice 1 flow - Slice 2 0
Emulated attacks:
* Active network reconnaissance attack
* Nodeintrusion and tampering attack
* Data exfiltration attack
19 zh
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Challenges and Research Directions

{ heterogeneous
3 47 Dynamic ultra hardware
—/ scale 6G .
realistic

virtualized \ systems modelling ,
network ' N ¢ Quantification
complexity \ y
N\
energy overhead S\ 4

v operations

resource
consumption
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explainability model hijacking

side-channel
attacks

‘s? ML security and
@ transparency

Lo multi-objective

optimization

20

monitoring @EIENHENET 1

objective

privacy

intelligence
sharing

federated

centralized

or P2P Multi-tenant

networks

multiple ®
decision- making w
systems

conflict
management

[IEEE Network 2024]
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Challenges and Research Directions (2)

Dynamic Ultra-Large-Scale Networks

* Future 6G networks are massive and heterogeneous.

« Example: Remote surgery vs. smart agriculture needs.

 Challenge: Account for diverse latency, bandwidth, and processing demands.

Data Challenges

* Requires real-time and diverse metrics.

* Must align reward design with MTD goals.

* Monitoring public networks may risk user data privacy.
 Consider privacy-preserving analytics.

MTD in Multi-Tenant Networks

* Federated MTD Designs:
Centralized: Simpler, needs high trust among parties.
P2P: Independent, complex coordination.

* Hybrid systems need conflict resolution.
[IEEE Network 2024]
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Challenges and Research Directions (3)

Green Security

* Aimto minimize energy consumption of MTD.

* Tactics: Use green energy nodes for VNF placement.
Include energy cost in MTD optimization.

* Alsorelevant for net-zero and SDG goals.

Security and Transparency of Al control

* Risks: Model hijacking, poisoning, evasion, DoS.
* Needs: Explainable RL, secure input data.
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Conclusion and Future Directions

o MTD is a key defensive mechanism in future networks, e.g., cloud-native
systems, MEC, and multi-tenant networks.

o Al/MLisinstrumentalin adapting and optimizing MTD decision and
orchestration.

a

MERLINS adds a cognitive security layer in Telco Cloud networks.

o Research directions include:

Scalability in bigger networks (thousands of VNFs/CNFs)
Novel MTD actions based on security scenarios

Secure and green MTD strategies

Make ML decisions in MERLINS humanly explainable
Scalable and federated MTD architectures

Adaptation to dynamic, heterogeneous future networks
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Mulfumesc!

Thank You!

25t Anniversary Edition

International Conference on Control Systems and Computer Science

Bucharest, 27-30 May, 2025

NPT ..
WwW.E.RK
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